HEALTH - ISAC
@D
-4

PROGRAM




S) dellfer

HEALTH - ISAC

NAVIGAT@R"

PROGRAM

Introduction

The healthcare industry faces security challenges with its healthcare information
systems and medical devices. Healthcare organizations are constantly under attack,
resulting in significant fiscal impact and endangering patient safety and care delivery.
A recent study by Proofpoint and the Ponemon Institute? surveyed 641 IT and IT
security practitioners in healthcare organizations. A major purpose of the survey was
to determine the impact of cyber-attacks on patient safety and care delivery. The
survey found 89 percent of respondents had cyber-attacks over the past 12 months.
The Ponemon Institute also found that cyber-attacks cause more than twenty percent
of impacted healthcare organizations to suffer increased mortality rates.® The most
common consequences of cyber-attacks are delayed procedures and tests, resulting in
poor patient outcomes for 57% of the healthcare providers and increased complications
from medical procedures for half of them.* In addition, Ponemon reported survey
responders believed that insecure medical devices were the cybersecurity threat of
greatest concern.

The Food and Drug Administration (FDA) is aware of the impacts of cyber-attacks and
has recently issued draft guidance® for medical devices. In the report, the FDA states:

66 ...cybersecurity threats to the healthcare sector have become more
frequent and more severe, carrying increased potential for clinical
impact. Cybersecurity incidents have rendered medical devices and
hospital networks inoperable, disrupting the delivery of patient care
across healthcare facilities in the U.S. and globally. Such cyber-attacks
and exploits may lead to patient harm as a result of clinical hazards,
such as delay in diagnoses and/or treatment.... increased connectivity
has resulted in individual devices operating as single elements of
larger medical device systems. These systems can include health care
facility networks, other devices, and software update servers, among
other interconnected components. Consequently, without adequate
cybersecurity considerations across all aspects of these systems, a
cybersecurity threat can compromise the safety and/or effectiveness of
a device by compromising the functionality of any asset in the system.
As a result, ensuring device safety and effectiveness includes adequate
device cybersecurity, as well as its security as part of the larger system.”®

Additional cybersecurity steps beyond current measures must be taken. The highest
return on an incremental investment is improved cybersecurity for medical devices.
There are two reasons for this. First, the Ponemon survey found that medical devices
represent the greatest cyber threat. Second, the FDA already regulates medical devices
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and is developing new lifecycle cybersecurity regulations for them. This is illustrated in
the draft FDA guidance that states:

66 ...the rapidly evolving landscape, an increased understanding of
emerging threats, and the need for capable deployment of mitigations
throughout the total product lifecycle (TPLC) warrants an updated,
iterative approach to device cybersecurity.”’

Clearly, it is logical to focus on cybersecurity improvements in medical device security
and safety. In the following section, we will address the steps the healthcare industry
should take to ensure that the medical device software is developed using best practices
and associated standards for security and safety. In the last section, the paper will
propose a solution for implementing the best cybersecurity and safety protection for the
medical device during operation.

Software Development and the Software Supply Chain

Today, most companies develop software using a combination of self-developed code,
vendor code, and free and open-source software. The Linux Foundation estimates

that free and open-source software (FOSS) constitutes 70-90% of any given piece of
modern software?. Given the potential vulnerabilities of such a combination of software,
organizations must keep a comprehensive and ongoing cybersecurity supply chain

risk management program as part of their software development process. Therefore,
during the software acquisition, healthcare organizations should ensure vendors have a
rigorous software supply chain process like the one discussed in the next section.

The need for of a well-managed software supply chain program is demonstrated by
the SolarWinds Sunburst cybersecurity attack by Russian hackers who successfully
compromised many of the largest technology companies, the US government,

and a hospital chain.’ The source of the attack was the compromised SolarWinds
Orion Platform, an infrastructure monitoring and management platform for IT
administration. For details of how the attack was successful and suggestions for
mitigation, see https://blog.reversinglabs.com/blog/sunburst-the-next-level-of-stealth.

Great skill, time, and resources were used to inject malware that would not be
detected in code reviews or by cybersecurity tools. The attacker’s key first step was
the compromise of a single Microsoft email account, which provided entry into the
SolarWinds network and eventual access to the SolarWinds software development
process. This led to the compromised software product being installed on thousands
of networks and having trusted, privileged network access. Once deployed in these
networks, the cyber-attackers could open a backdoor into thousands of networks.
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The SolarWinds Sunburst attack is just one of many successful compromises attackers
achieve. According to a study by Argon Security, an Israeli cybersecurity firm specializing
in protecting the integrity of the software supply chain, these attacks grew by more
than 300 percent in 2021 compared to 2020. Another recent study of more than 400

IT executives and managers by Anchore Enterprise, a California-based developer of a
security-centric software supply chain management platform, found that three in five
companies in 2021 were targeted by software supply chain attacks'.

Vendor products, especially security tools with privileged access or control over
computer networks, become high-priority targets for threat actors. This is because a
compromise of these tools provides attackers authorization to network resources, data,
and applications. So, from a security perspective, all software in an ecosystem should
have the same rigor for security during its development. A simple definition of an
ecosystem in this paper is a grouping of applications and hardware that directly interact
with each other.

Software Development Process Protections at the
Supply Chain Level

This paper will discuss steps to ensure that your medical device ecosystem software
supply chain meets the level of security necessary for the healthcare industry. A good
starting point is a recently published document by the National Institute of Standards
and Technology (NIST) entitled “Cybersecurity Supply Chain Risk Management Practices
for Systems and Organizations.” This publication supplies guidance to organizations on
how to find, assess, and mitigate cybersecurity risks throughout the supply chain at all
levels of their organizations.'

According to the (NIST) software supply chain report, common attack techniques against
an organization’s software development process are hijacking updates, undermining
code signing, and compromising open-source code.’ As part of a cybersecurity supply
chain risk management program for medical devices, verify that all medical device
vendor software and software used in the medical device ecosystem use a software
development lifecycle process that:

* Implements mitigations against common software development attacks per NIST report.

* |s compliant with International Organization for Standardization (ISO)/ International
Electrotechnical Commission (IEC) 62304 standard.

* Looks for known weaknesses in their source code and compiled code.
* Highlights and verifies all new code against new requirements for each new build.

* Ensures that the software development process is segmented from the rest of the
organization’s computer infrastructure, monitored for security issues, and subjected to
routine penetration testing.
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* Actively finds and discloses vulnerabilities and maintains a vulnerability response
program.

* Supplies a software bill of material (SBOM) that supplies details of all the software
components. The SBOM community has developed three existing data standards
(formats) that can convey the data fields and should be used to support the automated,
machine-readable transfer of information. These formats are SPDX, CycloneDX, and
SWID tags'. If a vendor cannot supply a SBOM, consider using that as a differentiator
when selecting among competing products.

* Verifies that their vendors’ supply chain risk process addresses any issues, including
vulnerabilities and potential malware in open-source software included in their vendors'
products®.

What Is ISO/IEC 62304

The international standard IEC 62304 (“MEDICAL DEVICE software - Software lifecycle
processes”) provides requirements for developing and maintaining medical device
software. Initially published in 2006, it was amended in 2015 to apply a risk-based
approach to the safety classification of medical device software and to provide clarity
on how to deal with legacy software. Following IEC 62304 enhances the reliability of a
device's software by requiring diligence in design, testing, and verification, ultimately
improving the overall safety of the medical device. For medical devices, IEC 62304
specifies three safety classes and the level of rigor in the software development process
for each class. These classes are:

* Class A: No injury or damage to health possible

» Class B: Injury possible, but not serious

+ Class C: Death or severe injury possible
The higher the safety risk there is a corresponding increase in the rigor needed for the
software development process.” The class of a device is decided by the severity of the

consequences of a failure in the device software. This chart below illustrates the IEC
schematic below, which is used to determine device classification.
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IEC 62304 is a widely adopted standard in Europe and the United States. It covers
firmware in medical device hardware devices and software acting as a medical device.
The FDA recognizes IEC 62304 as a consensus standard.’® A new draft (2021) IEC 62304
version extends the scope beyond medical devices to all health software.™

Since IEC 62304 has been harmonized with the Medical Device Directive in the EU
and is recognized as a Consensus Standard by the FDA in the US, it can be used as a
benchmark to follow regulatory requirements in both markets. To date, this standard
has been recognized in most countries that use compliance standards to fulfill
regulatory requirements.

Operational Ecosystem of Medical Devices

The FDA expects that cybersecurity for medical devices be addressed during the
development process as well as during the operational deployment and use of the
medical device. Given the FDA and healthcare security staff's concerns regarding medical
devices, it is sensible to take additional steps to protect the medical device operational
environment. For security and safety reasons, medical devices and their ecosystem
should be segmented from other parts of the healthcare system. Any software product
deployed within the medical device segment is part of the medical device ecosystem.

The marketplace offers multiple products to provide that segmentation. It is
recommended that all software within the ecosystem should be developed using the
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same safety and security standards that were used for medical device development.
Developers of software intended to be within a medical device ecosystem should follow
IEC 62304 to determine the rigor of the software development process.

For Class C (death or serious injury) medical devices, all the ecosystem software should
be developed to IEC 62304 Class C requirements. Class B (injury possible) and Class A
(no injury possible) require less rigorous IEC 62304 development standards. In all cases,
the practices recommended by NIST and the additional steps mentioned in the Software
Development Process Protections section should be followed.

Manufacturers should conform to standards with the justification that cyber attackers
will look for the weakest link to target. For example, if a vendor’s software was
compromised during the software development process, attackers could use it to
compromise other software within its ecosystem. Added security measures such as a
data diode?® can be utilized to limit incoming traffic to the medical device from outside
its segment. The data diode would not block outgoing traffic from the medical device.

In the near term, changing all the medical device ecosystem applications to the same
development standards is not feasible. However, it should be a goal of the healthcare
technology industry. The initial focus should be on IEC 62304 Class C medical devices
where a malfunction could cause death or serious injury. Any system that is required

to support the Class C medical device but does not comply with the security and safety
requirements should be isolated using different technologies to ensure only appropriate
data is exchanged between that system and the medical device.

The providers of systems that support medical devices need to recognize the
marketplace’s need for more rigorous security and safety requirements. It is critical
that device manufacturers tailor their products to the healthcare industry ‘s operational
requirements, and safety and security standards.
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