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Top 10 Health Related  

Cyber Events for             
December: 

 
Agari: Healthcare DMARC    
Adoption Report (PDF) 

Locky Ransomware Used to    
Target Hospitals Evolves 

HHS Cybersecurity Measures 
Center of Recent Legislation 

UK: Confidential Information ‘May’ 
Have Been in Stolen Hospital 
Container 

26% of Orgs Would Pay          
Ransomware After Healthcare 
Cyberattack [UK Report] 

Catholic Charities Healthcare 
Cyberattack Impacts 4.6K 

Confidential Information Of 9,500 
Patients at the Medical College of 
Wisconsin Compromised 

House Committee Urges HHS 
Action on Medical Device Risks 

Cottage Health Fined $2M By  
Calif. AG for Two Breaches 

Open EMR Flaw Leaves Millions 
of Medical Records Exposed to   
Attackers 

NH-ISAC is pleased to publish a  
monthly member newsletter.  It is   
designed to bring events and other 
important ISAC information to your 
attention.  If there is something you 
would like to see included please 
email:   contact@nhisac.org 

 
 

 

 

 

 

 

 

 

 

      What an exciting conference we had!                                                              

Below are some of our highlights and takeaways: 

 CYBER OUTBREAK - CYBERSECURITY TABLETOP EXERCISE -                  
The exercise was a great success. Exercise attendees and observers participated in the          

three-hour exercise. The scenario was a widespread “ransomware” attack that                          

impacted administrative systems as well as medical devices. Certain challenges were                 

identified such as when and how to involve public communications staff, what to do when there    

is loss of primary communications in a clinical environment, and how the sector can most         

efficiently share information during a widespread event. The exercise planning team is now      

putting together an after-action report that it will share with all NH-ISAC members. Many more 

exercises are planned for future Summits and throughout the year.    

 Keynote speaker message - The keynote speaker, Dr. Zubin Damania otherwise known as 

Zdogg, gave an electrifying presentation and his message refocused the group on the purpose of 

the healthcare industry – helping people. He talked about his vision for a compassion-driven   

approach that unites patients, doctors, and technology to deliver better results.   

 DMARC Challenge - NH-ISAC has joined a global challenge to increase the adoption of 

DMARC. The goal is to have members deploy DMARC in 2018.  

 Break out Sessions - Over 40 sessions on numerous cybersecurity topics were addressed  

during breakout sessions, lead by various healthcare cybersecurity professionals.  

 Great networking events - Members took advantage of the numerous opportunities that 

were built into the agenda to network. Many members met networking head on by riding the Bull 

at our old west summit finale at Copper Canyon and have a ribbon to show for it!  

There were many opportunities for learning, planning, training and sharing!  Now it is up to us to    

practice what we learned and/or taught.  And most important of all is to SHARE so that we can        

continue to defend against the numerous attacks hitting our industry on a daily basis! 

Thank you to all the contenders at our 2017 “Cyber Rodeo” Fall Summit.  Please be sure to fill out  

your Summit Surveys, the feedback really helps the Program Committee.  

https://www.surveymonkey.com/r/Fall2017Summit 
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Our Member Portal is now live! 

Have you ever wanted to post a question to the members, but weren’t 
sure if it had been posted previously?  Do you want to see the  
question summaries from the Amber list?  Or do you need to request 
to add someone to our Chat service or remove someone from the 
email lists?  NH-ISAC has launched its portal for the members.  
 

You will find discussion boards, document libraries (for the Amber list, 
CYBERFIT and working groups), as well as a Member Services 
Helpdesk and much more.   
 

The portal is available for member’s only. Please use this link https://
nhisac.org/portal-access-request to request to be added and receive 
your credentials.  
 
Once approved, we will create a Username and Password from 
our Okta.com service.  You will  also have the option to use Trusona 
to log into the portal if you choose.  Trusona is a free app based      
service allowing you to login without a username and password.  You 
can read more at their website via Trusona.com.  

 

 

BASIC BEST PRACTICES IN CYBERSECURITY WORKSHOP 
NH-ISAC / ONC Outreach 

Wednesday, December 13, 2017 

Graciously hosted by  

Georgia Rural Health Association 
 

1:30 pm – 5:30 pm  

The DeSoto Savannah - Madison Ballroom 

15 East Liberty Street 

Savannah, GA 31401 

 

Light Refreshments included  

Complimentary registration available at https://nhisac.org/events/

nhisac-events/basic-best-practices-in-cybersecurity-georgia/ 

Seating capacity is limited; Registrants will be vetted and must be        
approved to attend. 

 
December: 

Regional Healthcare Cybersecurity Summit, Hebron, KY,       

December 7 

Health IT Summit - Dallas, TX, December 14 

 

 

 

 

 

 

 

 

 

For more information and to keep up to date on our latest events visit 
https://nhisac.org/events 

 

HEED THE CALL! 

The call for papers for NH-ISAC’s 2018 Spring Summit is now 

open through January 20th. 

Have you ever sat in a workshop and thought “I should lead a       

session; I have a lot of “hands-on” knowledge to share,” then 

your opportunity is knocking.  To submit your paper simply log 

into the member portal (how to create that account is listed 

above) and click on the Summit & Registration Dashboard. 
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