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H-ISAC is pleased to publish a monthly member 
newsletter.  It is designed to bring events and 
other important ISAC  information to your  
attention.  If there is something you would like 
to see included please email:   
contact@h-isac.org 

Top 10  
Health Related Cyber 

Events for November:  
 

Remote Access System Hacking Is No. 1 
Patient Safety Risk 

BlackBerry' s new                             
healthcare-related security products  
include a  blockchain system for medical 
data and operating system for secure 
medical  devices. 

HIPAA and data sharing: Rethinking both 
for the Digital Age 

Senate Committee Approves Several  
Cybersecurity Bills 

ONC awards $2 million for leading-edge 
API research 

Medtronic Cardiac Devices Recalled Due 
to Cyber Concerns 

Remote patient monitoring via 
smartphone cuts one-week post-partum 
visits by 57% 

Z-LAB Report – Analyzing the GandCrab 
v5 ransomware 

Analytics boosts use of clinical best   
practices at Tampa General Hospital 

Still sending data via unencrypted thumb 
drives in the mail? It will cost you. 

#hisacFA18 

H-ISAC Fall “Never Stand Alone” Summit 

We are only 3 weeks out! The content committee has put together 

a great list of presentations. In addition to the general track, we also 

have a Medical Device track, which includes the popular FDA Town 

Hall Q & A with Dr. Suzanne Schwartz.  

If you have not registered or made your hotel reservations, you will 

want to do that soon. We look forward to seeing ya’ll there.  

Fall Summit information https://nhisac.org/summits/2018-fall-summit/ 

Members should know that the changes from HCCIC to HC3 under DHS do not  
change anything for H-ISAC operations and its information sharing community.       
HC3 will be attending the H-ISAC Fall ”Never Stand Alone” Summit in San Antonio. 

"HC3 will continue to collaborate closely with our partners, including HHS' Office  
of the Assistant Secretary for Preparedness and Response, the Health  
Information Sharing and Analysis Center [formerly called the National            
Health-ISAC], and DHS' National Cybersecurity and Communications Integration 
Center, or NCCIC, to continue to develop and refine our cybersecurity offerings 
through feedback and consultations," an HHS Spokeswoman told Information 
Security Media Group. 

"H-ISAC has been actively engaged with HCCIC and now HC3," says Denise  
Anderson, H-ISAC President. "We will continue to work with HHS as well as our      
other strategic partners in government and industry to support the sector with      
situational awareness, threat mitigation and incident response." 

“The ability of HHS to respond to cyber incidents is critically important, and in 
the past year has been limited’, says Jim Routh, Chief Security Officer at health 
insurer Aetna and an H-ISAC board member. "Coordination across the sector in  
collaboration with DHS is essential and represents an opportunity for continuous  
improvement.”  

Full article https://www.healthcareinfosecurity.com/hhs-tries-again-new-cyber-

coordination-center-launched-a-11661  

H-ISAC ACTIVELY ENGAGED WITH HC3 

https://www.linkedin.com/company/national-health-isac-nh-isac-/
https://www.facebook.com/NationalHealthISAC/
https://twitter.com/NHISAC
mailto:contact@nhisac.org
https://healthitsecurity.com/news/remote-access-system-hacking-is-no.-1-patient-safety-risk
https://healthitsecurity.com/news/remote-access-system-hacking-is-no.-1-patient-safety-risk
https://www.mobihealthnews.com/content/blackberry-launches-spark-platform-secure-connectivity-announces-healthcare-security
https://www.mobihealthnews.com/content/blackberry-launches-spark-platform-secure-connectivity-announces-healthcare-security
https://www.mobihealthnews.com/content/blackberry-launches-spark-platform-secure-connectivity-announces-healthcare-security
https://www.mobihealthnews.com/content/blackberry-launches-spark-platform-secure-connectivity-announces-healthcare-security
https://www.mobihealthnews.com/content/blackberry-launches-spark-platform-secure-connectivity-announces-healthcare-security
https://www.healthcareitnews.com/news/hipaa-and-data-sharing-rethinking-both-digital-age
https://www.healthcareitnews.com/news/hipaa-and-data-sharing-rethinking-both-digital-age
https://www.securityweek.com/senate-committee-approves-several-cybersecurity-bills
https://www.securityweek.com/senate-committee-approves-several-cybersecurity-bills
https://www.healthcareitnews.com/news/onc-awards-2-million-leading-edge-api-research
https://www.healthcareitnews.com/news/onc-awards-2-million-leading-edge-api-research
https://www.healthcareinfosecurity.com/medtronic-cardiac-devices-recalled-due-to-cyber-concerns-a-11597
https://www.healthcareinfosecurity.com/medtronic-cardiac-devices-recalled-due-to-cyber-concerns-a-11597
https://www.healthcareitnews.com/news/remote-patient-monitoring-smartphone-cuts-one-week-post-partum-visits-57
https://www.healthcareitnews.com/news/remote-patient-monitoring-smartphone-cuts-one-week-post-partum-visits-57
https://www.healthcareitnews.com/news/remote-patient-monitoring-smartphone-cuts-one-week-post-partum-visits-57
https://securityaffairs.co/wordpress/76763/malware/gandcrab-v5-ransomware.html
https://securityaffairs.co/wordpress/76763/malware/gandcrab-v5-ransomware.html
https://www.healthcareitnews.com/news/analytics-boosts-use-clinical-best-practices-tampa-general-hospital
https://www.healthcareitnews.com/news/analytics-boosts-use-clinical-best-practices-tampa-general-hospital
https://www.databreaches.net/still-sending-data-via-unencrypted-thumb-drives-in-the-mail-it-will-cost-you/
https://www.databreaches.net/still-sending-data-via-unencrypted-thumb-drives-in-the-mail-it-will-cost-you/
https://nhisac.org/summits/2018-fall-summit/
https://www.healthcareinfosecurity.com/hhs-tries-again-new-cyber-coordination-center-launched-a-11661
https://www.healthcareinfosecurity.com/hhs-tries-again-new-cyber-coordination-center-launched-a-11661


 

 

 
 

 

 

 

 H-ISAC Radio 
LIVE at the Fall Summit  
Wednesday, November 28— 11:30am 

IAM & Portable Identity 

Live in the Lobby of the Fall Summit 

Come listen live and participate. 

Find these events and more at https://h-isac.org/events 

Working Group Spotlight:   

Third Party Risk Governance  
 

The Third Party Risk Governance Working Group (TPRGWG) is 
a member only workgroup that aims to evolve our collective     
capabilities and enable the focus of our organizations in          
implementing a best-in-class third party risk management      
program. We meet our objectives in the following ways:   
 

• Share best practices to mitigate risks posed by third          
parties 

• Improve efficiency and effectiveness of third party risk   
management operating components 

• Enhance greater understanding of a third party’s               
information security program maturity through shared    
experiences 

Explore opportunities of sharing risk tactics or risk  
areas so that we can build a collective risk/threat landscape.   

Other working group descriptions and meet times are listed    

here https://nhisac.org/nh-isac-working-groups/. 

 
In Person 

Working Group Meetings 
at the Fall Summit  

 

All H-ISAC members attending the Fall Summit are  
invited to attend one or more working group meetings on 
Monday, November 26 (exception is the Threat Intel  
Committee, which is a closed group). 

Please see the agenda for time and room locations:  

https://nhisac.org/fall18/agenda/ 

Learn How to Respond! 
FINAL Blended Threats Exercise 

Sponsored by Symantec  
Hosted by Cedars-Sinai 

November 19, Los Angeles, CA 
 

 All attendees receive an exercise summary of not only this 
exercise, but also an end of series exercise summary.  
Who Should Attend: 

Cyber Security Summit &  Expo  
November 15, London, England  

 

Collaborative Security Panel on How Information Sharing 
Can Add to Your Team, Moderated by Denise Anderson  

 
Discussion Participants: 
 

•    Robert Coles, CISO at NHS 

•    Tony Clarke, Heald of Information Security, ICON 

• IT Security  Professionals 

• Information Systems Directors/Managers 

• Medical/Clinical Informatics Directors/Managers 

H-ISAC Global Workshops 
BIO / PHARMA SECURITY  

Tokyo, Japan 
 

H-ISAC in partnership with Amgen conducted its first  
workshop in Japan last month on October 17, 2018.  

The one-day event focused on biotech/pharma  
security and information sharing. Along with Amgen and   
H-ISAC presentations around security, data  
privacy, third party risk management, and information 
sharing within the health sector, there were also  
informative sessions from the Japan Computer  
Emergency Response Team Coordination Center, the     
Financial Services Information Sharing and Analysis Center 
(FS-ISAC) and the Financials-ISAC Japan.  

The workshop participants continued networking  
following the workshop at dinner on the rooftop  
overlooking the city.  

• CIOs/CISOs/CMIOs/CMOs 

• CEOs/Presidents/Owners 

• Chief of Medical Records 

• Chief Nursing Officers 

• COOs/CFOs and Controllers 

• Chief Tech / Privacy Officers 

https://nhisac.org/events
https://nhisac.org/fall18/agenda/

