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Cybersecurity Trends and Threats in the Healthcare Sector     Health-ISAC’s Q4 2023 Healthcare Heartbeat provides observations of ransomware, cybercrime trends, and malicious actor forum postings that could potentially impact healthcare sector organizations....				
					
			
					

				
															Healthcare Heartbeat Q3 2023

					
					Nov 20, 2023 | Threat Intelligence
Cybersecurity Trends and Threats in the Healthcare Sector     Health-ISAC’s Q3 2023 Healthcare Heartbeat provides observations of ransomware, cybercrime trends, and malicious actor forum postings that could potentially impact healthcare sector organizations....				
					
			
					

				
															Decoding HTTP/2 Rapid Reset Zero-Day (CVE-2023-44487) Exploited

					
					Oct 10, 2023 | Threat Intelligence
Health-ISAC is distributing this bulletin for your situational awareness.   On October 10, 2023, DDoS Protection firm CloudFlare, in conjunction with Google and Amazon AWS released a statement regarding the discovery of a zero-day vulnerability which could...				
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Sep 19, 2023, 03:12 PM   Pdf version: 9-19 TLP WHITE - 9cb5e075 - Observed Increase in QR Code Phishing Attacks   Text version: A recent uptick in threat actors delivering phishing emails laced with malicious QR codes has been observed. Quishing, also known...				
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  Threat Bulletin issued August 8, 2023, 4:07 PM Health-ISAC has observed multiple incidents involving ransomware threat actors attacking healthcare and medical research facilities around the globe. These victims include multiple subsectors within healthcare,...				
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TLP WHITE June 30, 2023, Update – Ransomware Awareness for Holidays and Weekends  Health-ISAC is encouraging members to remain vigilant due to potentially elevated risks from threat actors known to exploit the MOVEit vulnerability. Health-ISAC recommends cyber...				
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Improving Medical Device Security by Moving from Shared to Defined Responsibility Maintaining medical devices and systems requires the knowledge and skills of several different specialists. Those specialists may be provided by different organizations depending on the...				
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TLP:WHITE   On June 1, 2023, NHS published a critical vulnerability bulletin focused on the Progress MOVEit File Transfer (MFT) product. Progress discovered a vulnerability in MOVEit Transfer that could lead to escalated privileges and potential unauthorized...				
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