MEMBER BENEFITS

Join the community committed to securing healthcare
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G} THREAT OPERATIONS CENTER (TOC)
FUSION CENTER FOR INTELLIGENCE
AND HEALTH SPECIFIC ANALYSIS

Vulnerability Bulletins

Threat Advisories

Monthly Threat Landscape Briefings
{} Daily Physical and Cyber Security Report
{¥ Dark Web Bad Actor Surveillance

CVE Weaponization Report
(CVE-Common Vulnerabilities & Exposures)

Threat Level Setting for Sector

@ Join a trusted community and forum
Learn more at www.h-isac.org R

Sharing Education  Awareness  Networking

Join H-ISAC’s Community to extend your security team and
improve your ability to mitigate against threats and vulnerabilities.
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H-ISAC Membership

Members receive these alerts as part of
their membership, saving hundreds of
thousands in security services:

pays for itself... &% .
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BiMeta suite — A customizable
set of algorithms that scans
on-line sources for stolen user

credentials, domain name C )

spoofing, stolen intellectual T 200090902

property and more. X X .
G Sharing threat intelligence and
best practices with each other
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Alert for leaked credential detection

Alert for keyword detection in Pastebin,
Darknet markets, etc

Alert for accidentally exposed data from
sources including cloud, third party and
managed service providers
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In the words of our members...

A member describes the H-ISAC Threat Intelligence Committee (TIC):

“We use intel gained from TIC research to create Pre-Incident Response to runin a
pre-imminent danger mode to build resiliency.”

“H-ISAC is the best intelligence we have... members help each other monitor the moving
and shifting of the adversary.”

“Membership provides access to cross-organizational conversations between providers
and medical device manufacturers”
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Global Analysts

Members of the H-ISAC community
receive access to the collective intelligence

of thousands of global analysts

WeeSecrets

) Join our Virtual “Coffee Room”
* for actionable security
information...

— Real time live chat work space
— Secure team Collaboration platform
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Pharmacy Lab Tech (HIT Info) Academia Pharma/Biotech Med Devices Payers/Insurance Providers/Clinicians

1% 10% 11% 12% 13% 18% 35%




