China-backed Threat Actor Hafnium Exploiting Four Microsoft Exchange
Zero-Days
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On March 2, 2021, Microsoft published “New nation-state cyberattacks” on their blog. The post focuses on
Hafnium, a highly skilled and sophisticated threat actor operating from China. While Hafnium is based in
China, it conducts operations primarily from leased virtual private servers (VPS) in the United States.

Microsoft has detected multiple 0-day exploits being used to attack on-premises versions of Microsoft
Exchange Server in limited and targeted attacks. In the attacks observed, the threat actor used these
vulnerabilities to access on-premises Exchange servers which enabled access to email accounts and allowed
installation of additional malware to facilitate long-term access to victim environments.

The vulnerabilities observed being exploited are:

- CVE-2021-26855
- CVE-2021-26857
- CVE-2021-26858
« CVE-2021-27065

In response, Microsoft has released security updates that will protect customers running Exchange Server and
has also made their Microsoft EMEA Out of Band Webcast presentation available here. Additionally, Microsoft
briefed appropriate agencies on this activity. Microsoft has provided additional information

including technical details, host IOCs, attack details, and mitigation strategies made available here.

Health-ISAC's Threat Operations Center (TOC) will continue to monitor developments as they become
available. Additionally, Health-ISAC's Threat Operations Center has created a HAFNIUM PowerPoint
presentation for members which is available in the Health-ISAC Threat Portal Doc Library for download. The
PowerPoint will continue to be updated accordingly.

Reference(s): Microsoft, Microsoft, Microsoft, Health-ISAC

Recommendations:

Promptly applying patches is the best protection against this attack. Microsoft has released security
updates that will protect customers running Exchange Server.


https://blogs.microsoft.com/on-the-issues/2021/03/02/new-nation-state-cyberattacks/
https://msrc-blog.microsoft.com/2021/03/02/multiple-security-updates-released-for-exchange-server
https://aka.ms/EXOOB
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://health-isac.cyware.com/webapp/user/doc-library/c5c637bd-451f-48fe-999d-cb50edfb40ab
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https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
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