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As we have described in this paper, the 
December 2020 SolarWinds incident was not 
the first and surely will not be the last trusted 
enterprise software solution to be leveraged 
in a complex global cyber-attack. 

What is truly needed is close cooperation 
between governments, the healthcare sector 
and all critical infrastructure globally via a 
formal exchange of cyber threat information 
and combined cyber defenses – to create a 
truly global approach.

We urge organizations to use the strategic 
and tactical issues discussed in this paper as 
considerations for all trusted systems used, 
or planning to be used, in your environment.

Conclusion

We welcome your feedback and suggestions regarding this paper.  
Please contact the Health-ISAC Threat Operations Center  

via email at toc@h-isac.org or John Riggi, AHA senior advisor  
for cybersecurity and risk, at jriggi@aha.org

As this paper was going through final 
editing, news broke of a major Microsoft 
Exchange compromise that has impacted 
hundreds of thousands of organizations 
globally. Researchers believe that four 
zero-day vulnerabilities were being 
actively exploited by Chinese nation-state 
actors, with other malicious cyber actors 
suspected as well, including ransomware 
groups. Exchange Servers, the crown jewel 
of espionage targeting, are the key to 
email across many enterprise networks. 
The ramifications of a Microsoft Exchange 
server being breached can be catastrophic 
for a business. While the Exchange 
compromise is extremely serious, it does 
not meet the three characteristics we 
discussed for puposes of this paper that 
make enterprise management systems an 
attractive target for threat actors.
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