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Top Health Related
Cyber & Physical Events
For May:
Ryuk Ransomware
Operation Updates Hacking
Techniques

US Sanctions Russia Over
SolarWinds Attack, Election Meddling

Health-ISAC Hybrid Spring Summit
Start Your Unique Event Experience Today!
“Secured in Paradise” May 18-20, 2021
rd

Secured in Paradise Hybrid Summit officially kicks off May 3 with on-demand
sessions and opportunities to network with other attendees and partnering with
sponsors. Be among top healthcare attendees from around the globe.
Registration remains open until May 17th.
View the full agenda https://cvent.me/eXbe3G

Platform Demo Video https://youtu.be/F9717QNBXb8
Register https://h-isac.org/summits/secured-in-paradise-spring-2021-summit/
Real-time Translation

Each session will have live AI translation in 15+
languages. You and your global colleagues can
gather virtually for high-powered networking
and robust educational opportunities.
Don’t miss this chance to connect with the
Health-ISAC Community.

Member Round Tables
Back by popular demand. These small
group discussions with time for technical
deep diving have limited seating. Members
may select in Summit registration which
Round Tables they wish to attend.
They fill up quickly!

New Discounts!
Register 5 attendees from your
organization and get the 6th registration at
no cost.

Confirm your registration and complete these
simple steps to maximize your Summit experience.

NSA: Top 5 Vulnerabilities Actively
Abused by Russian Govt Hackers
Increasing Sales of Counterfeit
COVID-19 Vaccination Documents
COVID-19 Vaccine Cold Chain
Continues to Be Targeted by Threat
Groups

Iran Nuclear Facility Suffers
Cyber-Attack
European Commission, Other EU
Orgs Hit by Cyber-Attack
Domestic Violent Extremists May Seek
to Exploit Trials in Minneapolis
Accellion Breach Tally: 1.3M Patients
Impacted
Iranian Hackers Target Medical
Researchers in US and Israel

H-ISAC is pleased to publish a monthly
member newsletter. It is designed to
bring events and other important ISAC
information to your attention. If there is
something you would like to see included
please email: contact@h-isac.org

Complete
Your Profile

Build Your
Agenda

Visit
Exhibitors

Start
Networking

Make sure to book your hotel as the group rate
ends this Wednesday, May 5th.

@H-ISAC @HealthISAC @Health-ISAC

HEALTH-ISAC THREAT OPERATIONS CENTER
STRATEGIC WHITEPAPER FROM THE TOC

Strategic Threat Intelligence:
Preparing for the Next “SolarWinds” Event
Whitepaper Download
Health-ISAC, in cooperation with the American Hospital Association, has published Strategic Threat
Intelligence: Preparing for the Next “SolarWinds” Event. This report focuses on the key characteristics
contributing to many enterprise network compromises, including the recent SolarWinds Orion incident.
The paper is meant for all audiences, non-technical and technical, as it presents strategic level decision
elements that senior leaders including C-Suite Executives can use to help understand the risks involved with
certain enterprise IT systems in their network environment. The intelligence also provides detailed
technical analysis and recommendations for IT and information security teams to help address immediate
concerns by providing tactical mitigations and recommendations. For our technical audience, this paper
presents a detailed analysis of characteristics that allowed the SolarWinds incident to affect multiple
industries, organizations, and systems. The ability to extract the characteristics and features of SolarWinds
could allow organizations to predict and hopefully prevent the next “SolarWinds”-like event in their enterprise
environments.

HEALTH-ISAC COMMUNITY SERVICES
NEW SHARED SERVICE FOR
MEMBERS—CYWARE
Health-ISAC recently partnered with Cyware to add
their suite of Virtual Cyber Fusion solutions as a security
resource for members . As part of H-ISAC’s Shared Services
Program, the Cyware offering also provides qualifying
members a 5-10% discount on services.
Cyware’s solutions combine intelligence collection and
sharing, threat detection, analysis, and automated actioning to
enhance an organization’s defense posture and accelerate
response to cyber threats. Organizations of all sizes are given
the ability to leverage threat intelligence automation, threat
response, and security orchestration capabilities to quickly
prioritize and take action on the intelligence that is most
critical to them.
Learn more here: https://h-isac.org/cyware-offer/
Watch our recorded webinar on this new service. Find the April
20th webinar entitled Managing and Actioning Your Threat
Intelligence in the Member Portal.

WORKING GROUP
SPOTLIGHT

The Governance and Policy
Working Group recently
released a white paper!
Learn about recommendations for a minimum set of
security controls and process tasks to protect
Personal Identifiable Information (PII) in this newly
released Health-ISAC working group whitepaper
entitled Security Implementation of Privacy Regulation.
Download whitepaper here:
https://h-isac.org/security-implementation-of-privacyregulation/

This paper addresses the intent of local and global
privacy laws and regulations.

UPCOMING HEALTH-ISAC WEBINARS Find these and other upcoming events here https://h-isac.org/events/
H-ISAC Navigator
Webinar by
MedSec

H-ISAC Navigator
Webinar by
CyberMDX

SBOMS In Healthcare

Cyber Vulnerabilities &
Strategies to Keep Safe

May 4, 2021
1:00pm EDT

Webinar Link

May 6, 2021
12:00pm EDT

Webinar Link

H-ISAC Partner
Webinar with
Identity-Centric
Security Alliance
May 6, 2021
12:00pm EDT

Webinar link

May H-ISAC
Monthly Member
Threat Briefing
May 25, 2021
12:00 pm EDT

Webinar link

