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 Top Health Related    
Cyber & Physical Events 

for June: 

REvil Ransomware Returns: New  
Malware Sample Confirms Gang is Back 

Critical Flaws in Millions of Aruba, 
Avaya Switches 

Breast Cancer Support Organization 
Leaks Data Despite Multiple  
Notifications 

Attackers Hijack UK NHS Email  
Accounts to Steal Microsoft Logins 

Critical Cisco VM-Escape Bug 
Threatens Host Takeover 

US Agricultural Machinery  
Manufacturer AGCO Suffered a 
Ransomware Attack 

Ukrainian CERT Warns Citizens of a 
New Wave of Attacks Distributing  
Jester Malware 

US Attributes Russia for Satellite 
Hack Ahead of Invasion 

CISA Tells Federal Agencies to  
Fix Actively Exploited F5 BIG-IP Bug 

https://www.securityweek.com/defending

-healthcare-security-landscape-age-

connected-devices

@H-ISAC @HealthISAC @Health-ISAC 

H-ISAC is pleased to publish a monthly

member newsletter. It is designed to

bring events and other important ISAC

information to your  attention. If there is

something you would like to see

included please email:

contact@h-isac.org

Spring Americas Summit Highlights

Health-ISAC’s Ohana Village 2022 Spring Americas Summit 
was a tremendous success!  

Over 550 attendees from 35 different states and 13 different countries came together in Orlando 
Florida, May 3-5, 2022. Hear how great the summit was straight from the attendees in this 

1 minute video: https://youtu.be/H1H9QOjKCKs. 
To listen to any sessions you may have missed, go to the Summit Platform, which is open to all 

registered attendees until June 30, 2022.

Mark your 
Calendars!

European Summit 
Algarve, Portugal 

October 18-20, 2022

Health-ISAC has chosen an exquisite location and is planning the agenda 
along with unique and memorable networking activities at the

Hilton Vilamoura As Cascatas Golf Resort & Spa in Vilamoura on the coast of Algarve,

Portugal. 

Share your experiences with healthcare peers and submit a topic. 

Call for Papers - open until June 29. 

 Learn more here: https://h-isac.org/summits/2022-european-summit/ 

LONDON, ENGLAND 
June 29, 2022 

Members and other healthcare stakeholders in Europe, please plan 
to join H-ISAC for a full-day workshop, hosted by Marken in the 

Paddington area of London.
Learn from and connect with healthcare security peers as they discuss their 
experiences and best practices, covering topics such as security awareness, OT
security, and threat intelligence.

Register here:  
https://h-isac.org/hisacevents/h-isac-healthcare-cybersecurity-workshop-hosted-by-marken/ 

https://www.bleepingcomputer.com/news/security/revil-ransomware-returns-new-malware-sample-confirms-gang-is-back/
https://www.bleepingcomputer.com/news/security/revil-ransomware-returns-new-malware-sample-confirms-gang-is-back/
https://www.theregister.com/2022/05/03/aruba_avaya_critical_vulns/
https://www.theregister.com/2022/05/03/aruba_avaya_critical_vulns/
https://www.databreaches.net/breast-cancer-support-organization-leaks-data-despite-multiple-notifications/
https://www.databreaches.net/breast-cancer-support-organization-leaks-data-despite-multiple-notifications/
https://www.databreaches.net/breast-cancer-support-organization-leaks-data-despite-multiple-notifications/
https://www.bleepingcomputer.com/news/security/attackers-hijack-uk-nhs-email-accounts-to-steal-microsoft-logins/
https://www.bleepingcomputer.com/news/security/attackers-hijack-uk-nhs-email-accounts-to-steal-microsoft-logins/
https://www.darkreading.com/vulnerabilities-threats/critical-cisco-vm-escape-bug-host-takeover
https://www.darkreading.com/vulnerabilities-threats/critical-cisco-vm-escape-bug-host-takeover
https://www.bleepingcomputer.com/news/security/us-agricultural-machinery-maker-agco-hit-by-ransomware-attack/
https://www.bleepingcomputer.com/news/security/us-agricultural-machinery-maker-agco-hit-by-ransomware-attack/
https://www.bleepingcomputer.com/news/security/us-agricultural-machinery-maker-agco-hit-by-ransomware-attack/
https://thehackernews.com/2022/05/ukrainian-cert-warns-citizens-of-new.html
https://thehackernews.com/2022/05/ukrainian-cert-warns-citizens-of-new.html
https://thehackernews.com/2022/05/ukrainian-cert-warns-citizens-of-new.html
https://www.securityweek.com/west-blames-russia-satellite-hack-ahead-ukraine-invasion
https://www.securityweek.com/west-blames-russia-satellite-hack-ahead-ukraine-invasion
https://www.bleepingcomputer.com/news/security/cisa-tells-federal-agencies-to-fix-actively-exploited-f5-big-ip-bug/
https://www.bleepingcomputer.com/news/security/cisa-tells-federal-agencies-to-fix-actively-exploited-f5-big-ip-bug/
https://www.securityweek.com/defending-healthcare-security-landscape-age-connected-devices
https://www.securityweek.com/defending-healthcare-security-landscape-age-connected-devices
https://www.securityweek.com/defending-healthcare-security-landscape-age-connected-devices
https://www.linkedin.com/company/national-health-isac-nh-isac-/
https://twitter.com/HealthISAC
https://www.instagram.com/healthisac/
mailto:contact@nhisac.org
https://youtu.be/H1H9QOjKCKs
https://h-isac.org/summits/2022-european-summit/
https://h-isac.org/hisacevents/h-isac-healthcare-cybersecurity-workshop-hosted-by-marken/
https://youtu.be/H1H9QOjKCKs


Link swill be sent via the 

Member list server 

Monthly Member 

Threat Briefing 
Tuesday, June 28 

12pm ET 

ETC from 

Community Services 
Thursday, June 30 

12pm ET 

UPCOMING EVENTS — Or visit our Events Page https://h-isac.org/

H-ISAC Member Meet-Up Health-ISAC On The Hill

HEALTH-ISAC Working Group

Health-ISAC 

Navigator 

webinar 

Maximizing for Healthcare 

Organizations 

by SimSpace 

Wednesday, June 22 

1:00pm ET 

https://h-isac.org/hisacevents/

maximize-cyber-risk-

management-for-healthcare-

organizations-by-simspace/ 

Date: Thursday, July 28, 2022

Location: Venable LLP in Washington, DC

To learn more or express interest in participating, 
please email contact@h-isac.org. 

Provider Special Interest 
Working Group 

New Co-Chairs are calling 
for Member participation. 

Providers are under constant information security attacks.

This group will develop innovative ways to improve 
cybersecurity while not impeding patient care with the 

intent to reduce risk to provider organizations that must 
manage information security attacks from any source. 

If you are interested in joining this working group, 

please reach out to  contact@h-isac.org.

Health-ISAC 

Navigator 

webinar 

How to Manage Your  
Biggest Risks: 

Cybersecurity & 3rd Parties 

by ProcessUnity 

Thursday, June 23 
2:00pm ET 

https://h-isac.org/hisacevents/
how-to-manage-your-two-biggest
-risks-by-processunity/

Health-ISAC Testifies in front of the 
US Senate Committee for Health, 
Education, Labor and Pensions 

Denise Anderson, Health-ISAC’s 
President and CEO, spoke to the 
Senate on the threat landscape 
for Health Cybersecurity in the 
face of Healthcare’s unique 
security challenges. 

She also covered what Health-ISAC and partners are doing to 
address these challenges, and how government advocacy can 
help.

Hear the full testimony here: https://h-isac.org/health-isac-
presents-expert-testimony-to-senate-committee/.

Health-ISAC Security 
Workshop 

TOKYO, JAPAN—
June 15, 2022

Sessions will include real-life 
experiences in regards to ransomware 

attacks on hospitals, endpoint 
detection and response, and software 

bill-of-materials of medical devices.
Takeda Pharmaceuticals will lead 

sessions on Zero Trust. 

Register here: https://web.cvent.com/
event/46d9a805-a99a-4114-
bd8f-1010964b9263/summary  

Health-ISAC Exercise

Hobby Exercise 2022
If you are interested in interacting with sector and government 
partners to identify processes and gaps in health sector 
incident response you won't want to miss this opportunity to 
participate in the Hobby Exercise.

Named after Oveta Culp Hobby, the first US Secretary of 

Health, Education, and Welfare this annual tabletop exercise  
engages and informs the healthcare sector and strategic 
partners on significant security and resilience challenges 
and includes useful after action reports to illustrate findings. 

Health-ISAC at RSA Conference
Catch these Health-ISAC presentations: 

ISACôs Critical Role for Increasing Regulatory  Environment for 
Cybersecurity  

and
Securing Medical Devices - When Cyber Really Is a Life and 

Death Issue (Panel)

                         

Tuesday, June 7th at 6:00 pm

Registration Link: 
https://h-isac.org/hisacevents/h-isac-member-meet-up-at-
rsa-conference-3/ 

Then step away from the hustle and 
bustle to meet H-ISAC staff and 
other members, for a networking 
dinner!
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