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Top Health Related 
Cyber and Physical  

Events for November

Ragnar Locker Ransomware’s Dark 
Web Extortion Sites Seized by Police 

Fairfax Healthcare Company  
Announces Data Breach 

The ALPHV Ransomware Gang Stole 
5TB of Data from the Morrison  
Community Hospital 

LinkedIn Smart Links Attacks Return 
to Target Microsoft Accounts 

Red Cross Releases Ethical  
Guidelines for Hacktivists in War 

Legions of Critical Infrastructure  
Devices Subject to Cyber Targeting  

United States: Nor’easter To Brew  
Off East Coast, Wallop Region With 
Razin And Wind

 United States: Triple-Digit Heat To 
Put October Record In Jeopardy In 
Phoenix

Portugal: Doctors To Strike  
Nationwide Oct. 17-18

United States: Massachusetts  
Nurses Detail ‘Violent Attacks’ In  
Bid For Workplace Protections

SUMMIT SUCCESS IN DUBROVNIK! 

The Fire is Lit - Time to Share Stories!
 Counting down to Fall Americas Summit in San Antonio. 

Plan to arrive ready for Tuesday morning working group meetings, round 
table discussions and the Member Meeting luncheon. Summits are a great 
opportunity for Members to try out new working groups of interest. 
                       November 22 is the last chance to Register.

  
Pack your dungarees and dirt-stomping boots for 
Wednesday evening’s Knibbe Ranch excursion at 
a working cattle ranch. After feasting on authentic 
Texan BBQ, get ready for a rodeo! View the ranch 
video: https://youtu.be/xMsT9lfsdqY

Thursday’s Fiesta Finale is on-site at the Riverbend 
Pavillion. Attendees will experience a Spanish  

fiesta complete with fiesta cuisine, music, decor, and armadillo races!

Gateway to Security was an apt theme for this 
Summit because 
right out of the 
gate over 100 
attendees from  
18 countries 
shared threat and  
vulnerability 

information and mitigation strategies to help 
secure the global healthcare ecosphere. 
Feedback was extremely positive and there 
is already buzz around next year’s European 
Summit in Athens, Greece. Help set the  
agenda on the Summit Content Committee.

Learning, Sharing, & Connecting

Member Satisfaction Survey Results!

The Second Annual Member Satisfaction Survey response was outstanding!  We received 
351 responses compared to 152 last year, a 10% increase.  Thank you to everyone who 
responded - your input is very valuable to us and makes a material difference.  The Excellent 
rating of 71 Net Promoter score pictured above shows that Members are extremely likely to 
recommend Membership. Access the Survey: 

https://h-isac.org/2023-health-isac-member-satisfaction-survey-results/

        Congratulations, Eva Telecka
As the first recipient of the Securitas Award, 
Eva Telecka, Executive Director, IT Security & 
Risk Management BISO EMEA, at MSD, is a  

champion sharer of information, 
helping to protect the health  
sector and the Health-ISAC  
community here in Europe. She 
hosts and speaks at Health-ISAC 
workshops, webinars, and  
Summits in Europe and  

participates on the European Council. Eva 
stood up working groups around NIS2 and 
security issues like operations during  
Russia’s invasion of Ukraine.
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.	    	  APAC SUMMIT - Call for Papers				       COMMUNITY SERVICES 

November 7      Google Discusses the Latest Threat Landscape Trends  
		  impacting the Healthcare and Cloud Sectors	          
November 9      Trailblazer Special Interest Group (T-SIG) for SMB Members 
                            A 30-minute webinar for small and medium sized Members

November 9      Modern Cybersecurity Strategies to Ensure Patient Safety
	               A Navigator webinar with Trend Micro

November 15    The 2023 state of medical device security – Key findings		
	          	   A Navigator webinar with Cybellum

November 21      Why MDMs Should Embrace a Hacker’s Perspective
	                A Navigator webinar with Sternum

      U.S. WORKSHOP -  California

Monthly  
Member Events

November 28 - 
Member Threat Brief 
Last Tuesday of each  

month at 12pm ET

Engaging Talks and Contributions  
(This webinar will resume in January) 

  		             	 MORE UPCOMING EVENTS	 View all Health-ISAC Events here

    Podcast: Risk Never Sleeps 
The Guardians of Healthcare Data  

with Denise Anderson,  
Health-ISAC President and CEO and Ed 

Gaudet of Censinet.

SafeGuard Cyber addresses business communication 
risks that occur in collaboration, chat, conferencing, 

social media, mobile 
chat, and email.  Security 
teams can detect and  
respond with greater 

speed to credential theft, account takeovers, insider 
threats, malware, ransomware, and social engineering. 
Exclusive Offer for Members: Receive a no-cost trial and 
summary Risk Report.  Learn more here: 

https://h-isac.org/community-services-2/ 

Whitepaper
Information Sharing Best Practices 
The latest updates to get started 
and benefit from sharing  

	  	 U.S. WORKSHOP -  South Carolina

RESOURCES
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