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This week, Hacking Healthcare™ examines newly proposed cybersecurity regulations for hospitals in New York

State. We begin by breaking down what we expect to see from the publicly unreleased draft language before

shifting our focus to analyzing the potential impact, troubling provisions, and expected next steps. 

Welcome back to Hacking HealthcareTM.

New York State Proposes New Hospital Cybersecurity Regulations 

On November 13th, New York State Governor Kathy Hochul’s o�ce published a press release announcing

proposed cybersecurity regulations for New York State hospitals designed to “safeguard health care systems

from growing cyber threats.”[i] Governor Hochul has described the proposed regulations as a “nation-leading

blueprint” that are meant to complement existing Health Insurance Portability and Accountability Act (HIPAA)

provisions. Let’s take a look at what is being proposed and how it may impact healthcare sector entities. 

While the full proposal is not yet public, at a mid-November meeting of New York State’s Public Health and

Health Planning Council, Matt Wiley, the Emergency Preparedness Manager in the O�ce of Primary Care and

Health Systems Management for the New York State Department of Health, gave a brief overview of the

proposed regulations.[ii] His comments, combined with the Governor’s initial press release, give us some idea

as to what to expect from the proposed regulations that would add a new section, 405.46, to Title 10 of the

New York Codes, Rules and Regulations. 

The proposed hospital cybersecurity regulations are expected to include the following:[iii], [iv] 

Hospitals will need to report cybersecurity incidents affecting operations within a two-hour time

frame.

The proposed regulations will de�ne key terms and create distinctions between cybersecurity

events and cybersecurity incidents, and they will also address con�dentiality and the applicability of

state and federal statutes.

Hospitals will be required to establish a comprehensive program covering risk assessment,

response, recovery, and data protection.



Hospitals will need to create speci�c cybersecurity policies, including asset management, access,

control, training, monitoring, and incident response.

Hospitals will need to conduct regular cybersecurity testing, including scans and penetration

testing.

The proposed set of regulations “de�nes quali�cations and skills for cybersecurity staff” 

The proposed regulations will set policies for third-party cybersecurity providers.

Hospitals will be required to run tests of their response plan to ensure that patient care continues

while systems are restored back to normal operations.

Hospital cybersecurity programs will need to include written procedures, guidelines, and

standards to develop secure practices for in-house applications intended for use by the facility.

Hospitals will also be required to establish policies and procedures for evaluating, assessing, and

testing the security of externally developed applications used by the hospital.

Hospitals will need to establish a Chief Information Security O�cer (CISO) role, if one does not

exist already, in order to enforce the new policies and to annually review and update them as needed.

Hospitals will need to require the use of multi-factor authentication (MFA) to access the hospital’s

internal networks from an external network.

Proposed regulations will have a 1-year grace period for compliance from the date of adoption,

however, the reporting requirements would be immediate upon adoption.

Let’s break down what some of these provisions will mean for affected entities, put the regulation in context

with existing and potential federal policy, and outline what comes next. 
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